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1. Poap qucuuniannbl « MndgopManuoHHbIe CeTH U T€JIEKOMMYHUKAIMI» B ()OPMHPOBAHUN KOMIIETEHIIHIl BHIMYCKHUKA:

. CocrasJsioniie pe3yJibTATOB 0CBOCHHS (AeCKPUITOPBI
JJieMeHT 06pPa3oBaTeabHO Kox HnaukaTophbl 10CTHKeHHS] KOMIIeTeHIHI )
nporpamMmsl (Iucuuminna, | Cemecrp KOMIIeTeHIHH HanmeHoBaHne KoMIIeTeHIINH
Kon HaumeHoBaHHe HHAMKATOPA
npaktuka, F'HA) Kog HanmenoBanue
HHAMKATOpPa JAOCTHKEHHsI
OIIK(Y)-5 CnocobeH pa3pabaTbiBaTh N.OIIK(Y)- MozepHu3Upyer annapaTHoe u OIIK(Y)- 5.2Y2 | VYMeer: ONTUMU3UPOBATH HACTPOUKY
MOJZIEpHU3HPOBATH IIPOrPAMMHOE 52 CHCTEMHOE IPOrpaMMHOe OIIEPAIIHOHHBIX CHCTEM, epUpepUHBIX
U almaparHoe odecredeHue obecrieueHre HHPOPMALIMOHHBIX U YCTPONCTB, CETEBOIO U CEPBEPHOIO
MH(POPMAIMOHHBIX U aBTOMAaTH3HPOBAHHBIX CHCTEM, 000py10BaHUSL.
aBTOMATH3HUPOBAHHBIX CHCTEM ONTHMH3UPYET UX HACTPOIKY
TIK(Y)-2 Crioco0eH caMoCTOATEIbHO W.IIK(Y)-2.3 | Ynpasnser HacTpolkaMu 1 MK(Y)- 2.333 3HaeT: HHTEP(HEHCH H TPOTOKOJIBI
OCBaMBaTh U IPUMEHSTH 00HOBJIEHHEM HH()OPMAMOHHBIX Tiepeiadyl JaHHBIX B 3JIEKTPOOHEPTeTUKE
HH(OPMALIOHHEIE TEXHOIOTHI CHCTEM B COOTBETCTBHH C TIK(Y)- 2.3B2 Brnaneer: MeToguKkaMu HACTPOHKH
UL aBTOMATH3alMU OU3HeC- (yHKIMOHAIBHBIMU TPEOOBAHUSIMH ceTeBoi HHPPACTPYKTYPBI IS
IIPOLIECCOB B AIIEKTPOIHEPTETHKE B3aMMOJEHCTBUS HH(POPMAIMOHHBIX
CHCTEM
Hudpopmannonnbie TK(Y)-3 Cr10coG€H BBIABIATH OLIMOKA U W.IIK(Y)-3.1 | BbisBisieT OIMOKH M HEMCTIPABHOCTH MK(Y)- 3.1Y2 | Ymeer: BBISBISTD OLIMOKH H
CeTH U 3 HEHCIIPaBHOCTH B paboTe B paboTe HH(OPMALOHHBIX CHCTEM, HEUCIIPaBHOCTH B paboTe almapaTHOTO
TeJIeKOMMYHHKAIHH HH()OPMALOHHBIX CHCTEM, IpeJyIaraeT pemeHns Mo ux obecrieueHNs HHPOPMAIHOHHBIX CHCTEM
IpeyIaraTh PemeHus 1o Ux YCTPaHEHHIO
YCTPaHEHUIO, PEaIM30BbIBATh N.IIK(Y)-3.2 | Peanm3yer TeXHUUECKUE MEPOIPHATUSL TIK(Y)- 3.2V3 ‘YMeeT: 0CyLIeCTBISITh TEXHUYECKUE
TEXHUYECKHUE MEPOIIPUSTHUS 11O 1o obecreyeHno TpeOOBaHUH K MEpOIPUSITHUA A1 00ECIIeUeHHs] CETEBOH
obecrieyeHuto TpeOoBaHUN K HaJI)KHOCTH M 0€30I1aCHOCTH 0€e30acHOCTH Ha KaHAJIbHOM M
HaJIeKHOCTH U HH()OPMALIOHHBIX CHCTEM TPaHCIIOPTHOM YPOBHSIX
MH(pOPMAIMOHHOK TK(Y)- 3.2V4 YMeer: HacTpauBaTh MOJKIIOYEHHE U
6e30macHoOCTH 06MeH uHdopManueit o
3a1r(poBaHHBIM KaHAIAM CBSI3H
TK(Y)- 3.234 3HaeT: METOJMKH TTOBBIIICHUS
OTKa30yCTOIYMBOCTU HHAPACTPYKTYPEI
NH(OPMAIOHHBIX CHCTEM

2. Iloka3zaresu n METOJAbI OLICHUBAHUA

HnaﬂnpyeMble pe3yJbTaThbl Oﬁy‘le]-ll/lﬂ o AMCHUITJINHE

Konx unaukaropa

HaumeHnoBaHue pa3aena

MeToabl OlleHUBAHMS

Kon HaumeHoBaHue JOCTHKEHUS JAUCHMIIHHBI (o11eHOYHBIE MEePOTIPUSITHS)
KOHTPOJIMPYeMOii
KOMIeTeHI UM (14 ee
4aCTH)
PO 1 Peanu3oBbIBaTh CUCTEMHOE B3aUMOJICHCTBIE KOMIIOHEHTOB N.IIK(Y)-2.3 Pazgen (momynn) 1. Pedepar, 3amura oryera mo

CETCBOI'O CTCKaA.

nH(pOpPMaAMOHHON ceTH Ha ypOBHE IPHUKIIAJHBIX HHTEP(EcoB

NMOCTPOCHHUA CUCTEM

Paznen (Moxyis) 2.

duznyecKkue NPUHIUIBI
TEJIEKOMMYHHUKALUN U ceTel

Knaccudukanms cereii n

nabopaTopHoOi paboTte, HTOroBoe

3a/laHuec




MOJENb UX B3aUMO/ACIHCTBHSL.
Pasnen (Momyis) 5.
[IporpammHoe obecnieueHue.

PJ2

BrInomHATE HACTPOHKY, OOHOBJICHUE U MOJICPHHU3ALIUIO CETEBOU
nH}pacTpyKTypsl HHYOPMALIMOHHBIX CUCTEM.

WLOIIK(Y)-5.2

Paznen (moxyims) 1.
Om3rYecKue MPUHITUIIBI
MTOCTPOCHUSI CUCTEM
TEJIEKOMMYHUKaLUN U CETEH.
Paznen (Moxyis) 2.
Knaccudukarus cereit u
MOJICNTb UX B3aUMO/ICHCTBUS.
Pazgen (monynn) 3. Metoabt
Jocryna. BeICOKOCKOPOCTHBIE
nokanbHble ceTu. CTek
mpotokonoB TCP/IP.

Paznen (Moxyis) 4.
['moGanpHBIC BRIYUCIUTEIBHBIC
CeTH.

Paznen (Moxyims) 5.
[IporpammHoe obecnieueHue.

Pedepart, 3amuTa oT4yera no
nabopaTopHO paboTe, UTOTOBOE
3aaHue

P13

OCYH.[GCTBJ'I?[TL TOUCK U YCTPAHCHHUC HGHCHpaBHOCTCﬁ n
OIIHOOK B peajin3anu CETEBOTO BBaHMOHeﬁCTBHH
I/IH(l)OpMaLII/IOHHLIX CHUCTEM.

WLIIK(Y)-3.1

Paznen (Mmomynn) 2.
Knaccudukarus cereit u
MOJIEeNIb UX B3aUMOJEHCTBUA.
Paznen (moxyms) 3. MeToast
noctyma. BEICOKOCKOpOCTHEIE
JoKajabHbIe ceTH. CTeK
mpotokonoB TCP/IP.

Paznen (moxyis) 4.
T'no0GanbHbIE BEIYNCIUTEIBHBIE
CETH.

Pedepart, 3ammuTa oTyera no
nmabopaTopHOH paboTe, UTOTOBOE
3a/1aHUe

P14

HpOI/ISBOHI/ITL HaCTpOﬁKy Ppa3IMIHbIX TEXHOJIOTUH N30BITOYHBIX
KaHaJIOB CETCBOI'O B3aHMOﬂCﬁCTBHH JUJIA TIOBBINICHU S
6BICTp0ﬂ€I>iCTBHH u OTKa30y0TOI71‘lPIBOCTH CCTH.

WLIIK(Y)-3.2

Paznen (Momynn) 3. Metosl
Joctyna. BelcokockopoCTHbIE
nokanbHble ceTH. CTex
mnpotokosioB TCP/IP.

Pedepar, 3ammra otyera 1o
nabopaTopHOi paboTte, HTOroBoe
3aJiaHue




3. IlIxaJua oueHNBAHUSA

[Topsimok opraHu3alMK OLICHUBAHUS PE3YyIbTATOB OOYUYEHHUS B YHHUBEPCHUTETE PErVIAMEHTHPYETCS OTACIIbHBIM JIOKAJbHBIM HOPMATHUBHBIM aKTOM —
«Cucrema OlleHMBAaHUS PE3yJIbTaTOB 00y4deHHUsI B TOMCKOM monuTexHu4eckoM yHuBepcutTeTe (CrucreMa olleHHBaHUS)» (B ACHCTBYIOLIEH pedaKium).
Hcnonb3yercs OalibHO-PEUTUHIOBAsl CHCTEMa OICHHBAHHUS DPE3ylIbTaTOB OOydeHwms. MToroBas oreHka (TpagullMOHHAs W JUTEpHAs) MO BHUAAM
yueOHol nestenpbHOCTH (M3yuenue auctuiuinH, YHWPC, HUPC, kypcoBoe mnpoeKTHpoBaHUE, MPAKTUKH) ONpPEACIseTCS CyMMOH OallJIoB IO
pe3yibTaTaM TeKYIIero KOHTPOJIS U IPOMEKYTOUHOM aTTeCTalluu (UTOroBasi peMTUHIOBas oleHka - Makcumym 100 OasioB).

PacnipeniesieHre OCHOBHBIX M JIONOJHUTEIBHBIX Oa/ZIOB 3a OLIEHOYHBIE MEPOIPUATUS TEKYIIEro KOHTPOJIS M IIPOMEXKYTOUHOM aTTecTaluu
YCTaHABIMBAETCS KAJICHIapHbIM PEUTHUHI -IIJIAHOM JUCLUILINHBIL.

PGKOMGHI[yeMaH mKajaa aj1d OTACIAbHBIX OCHOYHBIX MepOHpI/IHTI/Iﬁ BXOIOHOI'O U TCKYIICT'O KOHTPOJIA

% BBINOJHEHUs
3a1aHUA

CooTBeTCTBHE

TPaJULHOHHO OLICHKe

OnpeneieHue OEHKH

90%+100% «OTIUIHO» OTnnyHOE NOHMMAHUE MIPEIMETA, BCECTOPOHHHUE 3HAHMSI, OTJINYHBIE YMEHUS U BIAJIEHUE ONBITOM IMPAKTHYECKOH EATENbHOCTH,
HEOOXOANMBIE PE3YNIbTAaThl 00yUeHHs C(POPMHUPOBAHBI, X KAYECTBO OLIEHEHO KOIWYECTBOM 0a/lIoB, ONM3KUM K MAaKCUMAJIBHOMY
70% - 89% «Xopowo» JocTaTodHo MOJTHOE TIOHUMAaHUE MIPEeIMETa, XOPOIINe 3HAHHSI, YMEHUS U OIBIT IPAKTHIECKOH AeITEITbHOCTH, HEOOXOAUMBIE PE3yIIbTaThI
00y4eHust chOpMUPOBAHBI, KAYECTBO HU OJHOTO M3 HUX HE OIEHEHO MUHUMAJILHBIM KOJMYECTBOM OAIIOB
55% - 69% «Y IOBIL» [TpuemneMoe NoHUMaHUE MPEAMETa, YAOBICTBOPUTEIbHBIE 3HAHHS, YMEHUS U ONBIT MPAKTHYECKOH AEATEIBHOCTH, HEOOXOIUMBIE PE3yIbTaThl
00y4eHust ChOPMUPOBAHBI, KAYECTBO HEKOTOPBIX U3 HUX OLIEHEHO MUHMMAJIbHBIM KOJIMUYECTBOM 0aljIoB
0% - 54% «Heynosn.» PesynbraThl 00y4eHUs] HE COOTBETCTBYIOT MHHUMAJILHO JJOCTATOYHBIM TPEOOBAHHUSIM
[Ixana nyst OLIEHOYHBIX MEPONPUITHI 1 T PEPEHIIMPOBAHHOTO 3aUeTa / 3aUeTa
CreneHb
chopmMupoBaHHOCTH Baxa CoonzeTcIBne Onpexesenue onenin
pe3yJIbTaToB TPaJULHOHHON OLCHKe
00yueHnst
90% +~100% | 90+ 100 «OTIUIHO» OT/IM4HOE MOHUMAaHHE MIPEMETa, BCeCTOPOHHHE 3HAHNA, OTIIMYHBIE YMEHHUS U BIIa/ICHUE OTBITOM NPAKTHYECKON AeATENbHOCTH,
HEOOXOAMMbIE PE3YJIbTaThl 00yUeHH sl ChOPMHUPOBAHBI, X KAYECTBO OLEHEHO KOJIMYECTBOM 0aJlioB, OJIM3KUM K MAaKCHMAJIbHOMY
70% + 89% 70 + 89 «Xoporioy» JlocTaToYHO MOJTHOE TIOHUMAaHUE TPEAMETa, XOPOIITNe 3HAHUSI, YMEHHSI U OTIBIT MPAKTUIECKON e TEIILHOCTH, HEOOXOIUMBIC
pe3ynpTaTel 00yueHHs C(OPMHUPOBAHBI, KAYECTBO HU OJHOTO M3 HUX HE OIIEHEHO MHHUMAIBGHBIM KOJIMYECTBOM 0OAJUIOB
55% + 69% 55+69 «Y 1OBIL» [Tpuemnemoe NoHNMaHKE MTPEAMETA, YAOBICTBOPUTEIbHBIC 3HAHMS, YMEHUS U ONBIT MPAKTHYECKOH AeATEIbHOCTH, HEOOX0IMMBbIE
pe3ynbTaThl 00y4eHHs CPOPMHUPOBAHBI, KAYECTBO HEKOTOPHIX M3 HUX OLIEHEHO MUHUMAIILHBIM KOJIMYECTBOM OAIIIOB
55% +100% | 55+ 100 «3auTeHo» PesynbraThl 00y4eHHUs] COOTBETCTBYIOT MHHHMAJIFHO JOCTATOYHBIM TPEOOBaHUSIM
0% + 54% 0+54 «Heynosi.»/ PesynbraThl 00y4eHUs! HE COOTBETCTBYIOT MUHUMAJIBHO JI0CTaTOYHBIM TPEOOBAHUSIM
«He 3auteHo»




4. IlepeyeHb TUNOBBIX 3a/IaHUI

O1eHOYHbIe MeponpusaTHus

le/lMepr THINOBBIX KOHTPOJbHBIX 3agaHui

1. Pedepar Temaruka pedepaTos:

1. Kananoobpa3yromiee 000pya0BaHUE;

2. AnbpTepHaTHBHBIE CETEBBIC MOJIEIN;

3. BecnpoBonHbIe TOKaJIbHBIE CETH;

4. Merons! noctyma B T00anbHBIX OecripoBoAHBIX ceTsx (3/4/5G, CryTHUKOBAs CBSI3b);

5. CucteMsl TpyNIOBOrO U MEPCOHATHLHOT0 00MEHAa MTHOBEHHBIMH COOOIIICHHUSIMU KOPIIOPATHBHOTO CETMEHTA.

2. 3amuTa oT4eTa o Bompocsr:
nmaboparopHoii pabote | 1. Kakas komanma orodpakaer Tekyiiee comepkumoe NVRAM?

2. KaxoB muana3oH 3HaYeHHUN, OTOOPAKAEMBIX B Viy-THHUAAX?

3. Kak onpenenuts KOJIU4eCTBO UHTEP(EHCOB aKTUBHOTO CETEBOTO 000PYI0BaHHS?

4. ns gero HykHa KomaHpa login?

5. Uro oToOpaxkaeTcs Ipu BBIBOJIE TTapoiis enable secret?

6. 3audro oTBewaeT KOMaHa service password-encryption?

7. Kornma 0yaer otrobpaxarbces 6anaep MOTD?

8. 3aueM Ha Bcex KOMMYTaTOpax MoJhkeH ObITh OanHep MOTD?

9. KakoBa camas KopoTKas BepcHsi KOMaHbl copy running-config startup-config?

10. Kakoe nmpenmyIecTBo o0ecneunBaeT HacTpoiika ceteit VLAN?

11. C momormrpio Kakoi KoMaH bl 0ToOpaskaeTcs TobKOo UMs ceTd VL AN, COCTOSIHUE CeTH U CBsI3aHHbBIE C HEel TIOPTHI
KoMMyTaTopa?

12. Kaxum axtuBHBIM ceTsM VLAN pa3zpemieHo nepeaBarh JaHHbBIE 10 TPAHKOBOMY KaHaTy?

13. Kakyro koMaHy HEOOXOAMMO HCII0JIb30BaTh YTOOBI 0TOOPA3UTh HHPOPMAIIMIO O HACTPOEHHBIX ceTsax VLAN?

14. Kaxk onpenenutsb, 4To UHTEp(EHC IBISETCS TPAHKOBBIM IIOPTOM, HCIIONB3ysa KoManay show vlan?

15. Kakoe ycTpoiicTBO HEOOXOJMMO BKIIFOYUTh B CETH YTOOBI IIepeaBaTh JaHHbIe Mexay VLAN?

16. Kakue TeXHOIOTHH Peanu3yiOT U30BITOYHOCTh B CETH?

17. Kakue npoTOKOJIbI IPUMEHSIOTCS UIS PeaTU3alui TEXHOJIOTHI H30BITOYHOCTH OCTaBHOE JI€PEBO?

18. B uem ormimmums nporokonos STP, RSTP, MSTP, RapidPVST+?

19. Kakast pyHKIUS IEPEBOUT MIOPT B PEXKHUM TIEPECHUTKH, TPAKTUYIECKU TPOITYCKAast COCTOSHUS IPOCIYIIHBAHUS U TIOTYUEHHUS
JTaHHBIX ?

20. Kakas GpyHKIUS TO3BOJISIET pa3pabOTUMKaM CeTeH yCHIIMTh 3aIuTy rpanul JoMeHa STP u coxpaHuTh mpeacka3syeMocThb
HCIIONIB3yEeMOU TOTIOJIOTUN?

21. Yro npowusoiineT ¢ moproM ¢ BkitodeHHo ¢pyHkiueir BPDU Guard nocie noyaenuss BPDU?

22. Kakue npoTOKOJIBI IPEACTABISIOT TEXHOJIOTHH arperaiuu GU3NUeCKUX KaHajaoB?

23. Kaxkoif koMaH/10i1 MO>XKHO IIPOBEPUTH COCTOSIHUE MIOPTOB arpernpoBaHHON TPYTIIbI?

24. B xakux pexrMax paOO0TaroT KaHaJbl IPY arperanuy B pa3IndHbIX POTOKOIaX?

25. B dem 3akio4aercsi NPOTUBONOCTABICHHE TEXHOIOTHI N30BITOYHOCTH OCTABHOTO JIepeBa U TEXHOJIOTHI arperanuu




O1eHOYHbIe MeponpusTHus

le/lMepr THIIOBBIX KOHTPOJbHBIX 3agaHui

KaHamna?

26. Kaxue TeXHOJIOTHH MO3BOIISIIOT 00ECTIeUnTh 0€30MacHOCTh KOMMYTAIIMK OT BHYTPEHHUX YTPo3 HHPPACTPYKTYpHI?

27. Kaxue MeTonbl pearnpoBaHus HCIIOJIB3YIOT KOMMYTaTOPHI IPX 00HAPYKEHUHU Yyrpo3 0e30macHoCTH?

28. Yo sBiIsIETCSI OCHOBHOM €AMHUIICH aTpecaliii B TEXHOJIOTHIX 0€30acHOCTH MOPTOB IOCTYMa?

29. Kaxue TeXHOJIOTHH NCTIOIB3YIOTCS JUIA CBA3H HECKOJIBKIX CeTen?

30. B gem 3axirogaeTcsi 0COOEHHOCTh HACTPONUKM CTATUYECKOW MapIIpyTH3AINN?

31. B uem 3akmovaercs cnennuka HACTPOMKH AMHAMHYECKON MapIIpyTU3aluu?

32. Kaxue T€XHOJOrMH IWHAMUYECKOH MapIIpyTH3aIMU HCIIOIB3YIOTCS B COBPEMEHHBIX CETSIX?

33. Kakumu npoTOKOJIaMy peanu3yroTcs pa3InyHble alrOPUTMBbl ANHAMUYECKON MapIpyTHU3anun?

34. Kakoif anropuT™m 3aJ105K€H B IPOTOKOJ AMHAMUYecKoi Mapiipytuzauuu OSPE?

35. B yem HeoOxomumocTs npumeHenns OSPF s Heckombkux obmacTeit?

36. Kak onpenensercs uneHTrudukaTop Mapmpyrtusatopa OSPE?

37. Kakue ponu MapuipyTU3aTOPOB UCHOJB3YIOTCA B MpoTokoie OSPF?

38. Kak 3amaércs pasmep cetu B mpotokone OSPEF?

39. B uem HE0OXOIMMOCTH UCIIOIB30BaHMS ACCUBHBIX HHTEpdeiicoB MapipyTusaropa OSPF?

40. Kaxue ponu 1 QyHKINHN 3AI0)KEHBI B MEXaHU3M OOMEHa 3JIEKTPOHHON TTOYTHI?

41. Yro sBIsieTCA TPAaHCIOPTOM 3JIEKTPOHHBIX COOOIIEHUI MEXIY KITMEHTOM U CEPBEPOM, MEX]Ty CEPBEPOM U KIMEHTOM U
MEXIy cepBepamu?

42. Kaxkue npOoTOKOJIbI HCHOJIB3YET CEPBEP NEpenauu runeprexcra?

43, Kakue TeXHOJOTHH HCIIOJIb3yeT Web-cepBep /i peain3aliui THHAMHUUECKOM reHepaliii CTPaHMIL?

Hrtorosoe 3amanne

Bormpocsl Ha 3k3aMeH:

1. Omnpenenenue cooOLIeHNs, CUTHANIA, eAMHUIBI MH(opManuu. Knaccudukauys curnaios.
2. Mogens OSI. YpoBHM npeacTaBieHust MOJeNH, PyHKIMN YPOBHEH, IPUMEPHI IIPOTOKOJIOB.
3. Onwumure npuanun nmoctpoenus cetu Ethernet. Cranmapter Ethernet (nanpHOCTB CBSI3H, CIOCOOBI KOJUPOBAHMS,

CKOJIBKO TIap HeoOxoaumMo it nepenayn). Ethernet kaap. Onucanue Gpopmara kazapa u Bcex mosei. CBSI3b MEKIY pa3MepoM
kanpa u MTU. VLAN wu ero cBsi3b ¢ Ethernet kampom.

4. [osicaute cTpyktypy nakera IPv4. Tlons u daaru. Knaccosas u GeckiaccoBast agpecanusi. CinyxeOHbie IP anpeca.
Macka cetu 1 ipeuKCHast 3aIUCh.

5. [osicaure crpykrypy nakera IPv6. Ilons u ¢naru. [Ipuunael BHenpenus. 3apesepBupoBanHble agpeca. CokpalieHHbIe
criocoOb! anpecanuu. Otauuus ot [Pv4.

6. Paccmorpute dpopmat TCP cermenta, mosst 3aronoBka. [Iporiecc ycraHoBiIeHHS U OKOHYaHUS ceccu. [lepenada qaHHBIX
B pamkax ceccun. TCP ceccus, Kak yiep>KUBaTh CECCHIO JITUTETBHOE BPEMSI.

7. Omnumure texnonorurt NAT u PAT. [Ipunnun paboTsl 060ux MexaHu3MOB. OTIMUNE MEXaHU3MOB.

8. OxapakTepu3yiTe TPOTOKOJIBI MeKypoBHEBOTO B3anmoeiicTuss. DHCP u ARP. Jlns yero mannbpie mpoTokoisl. Kakue
YPOBHH CETEBOM MOJIETN OHH CBSI3BIBAIOT. MeXaHU3M pabOoThI MPOTOKOJIOB.

9. [IpuBeaure mexanusm padotsl npotokosa DNS. KirtoueBsie Tepmunbl. Ctpykrypa cet DNS. Xapakrepuctuku DNS.

Tunbel DNS cepsepos. [Ipsmoii u o6patabiii DNS 3anpoc. Tunsl pecypcubix 3anuceil. banancuposka Harpyzku DNS cepBepos.




O1eHOYHbIe MeponpusTHus

HpuMepu THIOBBIX KOHTPOJbHBIX 3agaHui

10. OnuinuTe aKTUBHOE ceTeBOe 000opyaoBanue. Kiaccudukaims, Ha Kakux YpoBHSAX paboTaeT, GyHKIIHY.

11. [Ipusemute npumep noctpoermst CKC. [l gero aeooxoamuma CKC? Ipunarmumns! moctpoeruss CKC. Kommonentst CKC.
Tomomorus CKC.

12. OOBsicHUTE HEOOXOIUMOCTD MapUIPYTU3aMU. [[JIs 4ero uCmoabp3yeTcsl cTaThdeckas MapipyTH3alus, JHHaAMHYecKas
MapupyTtuzanus. Ino3 no ymonuanuto. [1lnro3 nocnenHei Haaexapl.

13. OnummTe OCHOBHOE Ha3HaY€HNE BUPTYAIbHBIX JOKAIbHBIX ceTeil. CermeHTanus BUPTyalbHBIX ceteld. MaTepdeiic SVI
KomMmyTaTtopa. Pexxum mopra noctyna, maructpanu. Cabuntepdeiicsl MapipyTusaTopa. Poytep «Ha namouke».

14. PacckaxxuTte, A7 4ero UCToNb3yeTcst H30BITOUHOCTH B ceTax. [letnu Ha paznuunbix ypoBHsx moaeian OSI. IIpoTokosst
paspeunieHus nereib. KopHeBoil KOMMYTaTOp, KOPHEBOM MOPT Ha3HAUYEHHBIN NIOPT, OTKIIOYEHHBIN TOpT. BpeM nepectpoenus.
15. PacckaxuTe, a5t 4yero ucmoinb3yercs arperanus B ceTax. [Ipotokomnsl arperannu. Oco6eHHOCTH HOPMUPOBAHUS
arperuposaHHoro kanana. [Ipeumyniectsa. Ilpumenenue arperanuu.

16. OnwummTe, Kak CTporuTCst 6€30macHOCTs BTOporo ypoBHA. IlIupokosemarensastil mropM, ARP-spoofing, DHCP-
spoofing, 3ammTa OT IEPEeCTPOSHMSI JepeBa, 3alINTa TOPTOB JOCTYyIA.

5. MeTtoauyeckue yKa3aHus 1o npoueaype oueHnBaHusi

OueHo4HbIe MEPONPHATHS

IIponeaypa npoBeeHHsI OLIEHOYHOT0 MEPONPHUATHS M HEOOXOAMMbIE MeTOANYECKHE YKA3aHU

1.| Pedepar

MakcumanbpHast oneHka 3a pedepat cocrasisier 20 GayuioB.

OnenuBatoTcs KauecTBo Tekcra pedepara (makcumym 10 GamnoB) m noknax mo Teme pedepara (makcumym 10 Gamios).
[IpuMeHsIFOTCST KpPUTEpUHM OLIEHKH B COOTBETCTBHM C PEKOMEHIYEMOW IIKAJIOW AJISi OTHENbHBIX OIEHOYHBIX MEPONpPHUSTHHA
BXOJIHOTO M TEKYIIEro KOHTPOJIsi. B 3aBHCMMOCTH OT KauecTBa BHITOIHEHUS 33/1aHHS BHICTABIIIOTCS CIEIYIOIINE OLCHKH:

Banasl (Makcumym 10) CooTBeTcTBHE TPAIHIHOHHOI OlICHKE
9-10 «OTnMYHO»

7-8 «Xopooy»

5-6 «Y oBI.»

0-4 «Heynosiu.»

2.| 3ammura oT4yeTa 1o
nabopaTopHoi
pabote

MakcruManbHOE KOJTHYECTBO 0AIIOB 3a 3alllUTy OTYETa 10 JIabopaToOpHOH padoTte - 5

[Ipu momycke k 3ammTe MPENoJaBaTellb KOHTPOIMPYET (PAKT U MPABHUIBHOCTH BBIMOJHEHUS BCETO MEPEYHs 3alllIaHUPOBAHHBIX
paboT, a TakKe COOTBETCTBUE COACpKaHHUs M o(opMIIEHHsS OT4ETa TPeOOBAHUSAM METOJAMYECKUX YKa3aHUH 10 BBIMOJHEHHIO
J1a00PaTOPHBIX padoT.

B xone BeImoNHEHUs abopaTOpHON pabOThI, OOydaromuecs: MPOBOAIT HEOOXOIUMBIE HCCIEAOBAHUS, 3AIONHSIOT TaOJIHUIIb,
CTpPOAT TpadMKU W 3aBEpIIAIOT HAIKCaHWE OTdYeTa BhIBoJAaMH. OTYeT Mo JIabopaTopHON paboTe OTIPABISIETCS B 3JIEKTPOHHOM
BUJIE JJIsl OLICHUBAHMUSL.

Ortuer no mabopaTopHOi paboTe TOHKEH COEPHKATh:

1. TUTYNBHBIN JTUCT.




O eHOoYHbIe MeponpusaTHs

Hpoueuypa MPOBEACHHUHA OLUECHOYHOI'0 MEPONIPUATHSA U He00X0AMMbIe METOIMYECKHE YKasaHust

Ienb paboThL.

Ilepeuens 000pYI0BaHUS U IPOTPAMMHOTO 0OECTICUECHHS.

Hccrnemyemple cXeMbl M POJIH.

PezynpTaTel ncciaegoBaHum.

Heob0xoaumbie rpadudeckie MOCTPOCHUS U WILTIOCTPAITHH.

BrIBO/IBI, BKITIOUATOIIHE B Ce0 aHAIN3 MTOTyYEeHHBIX TaHHBIX.

3amma OTYEeTa MPOBOAMTCA B YCTHOM (popMe HHIUBUAYAIBHO IS Kaxaoro cryaeHra. llpemomaBatens dopmynupyer 3-5
BOIIPOCOB, CBSI3aHHBIX C XOJIOM BBINIOJIHEHUS Ja00paTOpHOU pabOThl W/wiu €€ pe3ylbTaTaMH. Bompockl 3aar0Tcs 0 OJHOMY,
CTYIEHT OTBEYaeT Cpa3y IOCiIe TOro, Kak ObT 3amaH Bompoc. IIpm HEoOXOaMMOCTH, MperoaaBaTeeM MOTYT OBITh 3a/laHbI
YTOUHAIOIINE BOIIPOCHI.

IIpuMeHSIOTCSL KPUTEpUU OLICHKM B COOTBETCTBMM C PEKOMEHAYEMOM IIKalIOW IS OTACIBHBIX OLEHOYHBIX MEPONpPUATUN
BXOJTHOTO Y TEKYIIETO KOHTPOIIsI. B 3aBHCHMOCTH OT KaueCTBa BBHITIONTHEHHMSI 3aJaHHS BRICTABIIAIOTCS CIETYIONINE OIEHKH:

Nownkwn

Banibl (Makcumym 5) CooTBeTCTBHE TPAJAMIIMOHHOM OLIEHKe
5 «OTIUIHO»

4 «Xopomo»

3 «Y IOBIL»

0-2 «Heynosi.»

Hrtorosoe 3aganue

MaxkcuMalIbHOE KOJIMYECTBO 0aJIIIOB 3a UTOroBoe 3amanue — 20.

CtyneHTy 3amaeTcsi OJUH BOIMPOC W3 CIMCKA BOMPOCOB, 3apaHee CPOPMUPOBAHHOTO TMPEIOJABaTENieM IO BCEM pasjeniam
JUCIUIUTAHBL. J[J1sl MOATOTOBKM OTBETa Ha BOMPOC CTYACHTY Aaercst 15 mMunHyT. B mporiecce oTBeTa Ha BOIPOC MPENOAABATEINh
MOXKET 3a1aBaThb YTO‘IHHIOHII/Ie BOHpOCI)I B paMKax H3y‘1€HHOI‘O MaTepI/Iana JUCHUIIIMHBI, 4 TaKXC MOIOJIHUTCIIBHBIC BOHpOCBI B
paMkax chopMHUpPOBAHHOTO CITUCKA BOMPOCOB. KpuTepuu OleHKH OTBETa Ha BOITPOCHI:

OtBer onernBaetcs oT 18 mo 20 6anoB, B TOM citydae, eciii 00yJaroluiicsl IEMOHCTPUPYET BCECTOPOHHEE TTOHUMAaHHUE
coJiep)KaHusl JTUCIMIUIMHBI, TIIyOOKWE 3HAHUS, Pa3BUThIE YMEHUS, BBICOKMI YpOBEHb C(HOPMHPOBAHHOCTH HABBHIKOB (OIBITA)
NPAaKTHYECKON JIESTENEHOCTH, JOCTH)KEHHE BCEX 3aIlJITAaHMPOBAHHBIX PE3yJIbTaTOB O0YUSHHUS HA BEICOKOM YPOBHE.

OtBer onenuBaercs or 14 mo 17 OamnoB B TOM ciiydae, eclii OOyYarOIIUiiCs JEMOHCTPUPYET JTOCTATOYHO TOJHOE
MOHUMAaHUE COJIep KaHusl JUCIMIUIMHBI, XOPOIIUe 3HAHUS, YMEHHS, JOCTATOYHBIH YPOBEHb C(POPMHUPOBAHHOCTH HABBIKOB (OIIBITA)
MPAaKTUIECKOU AEATEIbHOCTH, HM OJIUH U3 3aIUIAHUPOBAaHHBIX PE3YJIbTATOB 00YUYEHHsI HE OLICHEH Ha MUHUMAJIbHOM YPOBHE.

OtBer oueHuBaercs ot 11 no 13 GamioB B TOM ciiyyae, €Clid 00y4alOLUIUHCS AEMOHCTPUPYET IpUeMIIEMOe TTOHUMaHHUe
TE€MBI, YAOBJIECTBOPHUTEIBbHBIE 3HAHUS, YMEHHs, HHU3KHI YpOBEHb C(HOPMHPOBAHHOCTH HABHIKOB (OMBITA) TNPAKTHIECKOM
JeSITeNbHOCTH, JJOCTHKEHNE OAHOTO U OoJiee 3aIUIaHUPOBAHHBIX PE3YIbTATOB O0YUYEHHs] HA MUHUMAJILHO JIOITyCTUMOM YPOBHE.

OTBer oueHMBaeTcI Kak HeynoBieTBopuTesbHBIA (0 0amyioB) B TOM cilydae, €cCliM pe3yjbTaThl OOydeHHs He
COOTBCTCTBYIOT MUHUMAJIbBHO TOCTATOYHBIM Tpe60BaHI/I$IM.




